Mapping CtrIX WebDAYV folder using MS Windows built in tools

(e.g. map network drive or connect to web resource)
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Problem description

Mapping of a network drive fails when a user tries to map a CtrIX WebDAYV folders on MS Windows
computer. The mapping fails with the following error after entering the credentials.

P

S error has occurred:

The network logen failed.

( :I The mapped network drive could not be created because the following

Cause

The error is displayed when e.g. CtrlX unit is using a self-signed certificate.

Resolution

Perform the following steps on the destination to resolve the issue:

1. Open the WebDAV link to your CtrIX unit (example IP 192.168.99.203)

e.g. https://192.168.99.203/solutions/

(the best would be Chrome browser).

N

Open Developer Tools on your browser using the F12 key.

3. Click the Security tab on the Developer Tools menu and click View certificate.

Ll

Non-Secure Origins =

® chrome-search/thumb2

Secure Origins

8 https://Ih3.googleusercontent.

W https://accountsgooglecom

® hitps://wvaw.google.coin []

® htps://play.google.com

his

Q Secure | https:// Jwebdav/New ‘ 5 0 0
“ | R @] | Elements Console Sources Network Timeline |Security| » @4
e o Security Overview
']
Main Origin

page is secure (valid HTTPS).

Valid Certificate

The connection to this site is using 2 valid, trusted
server certificate.

Secure Connection

The connection to this site is encrypted and

I
® hitpsy

using a strong protocol (QUIC), a strang
key exchange (X25519), and 3 strong cipher
(AES_128_GCM).

Secure Resources

All resources on this page are served securely.
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https://192.168.99.203/solutions/

4. On the Certificate page, click Details tab and click Copy To File.

| General| Detals | Certification Path |

Shaw

Figld

Edit Properis...

[ o ]

5. Click Next on Certificate Export Wizard window.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.
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6. Select Base-64 encoded X.509 (.CER) and click Next.

Export File Format

Certificates can be exported in a variety of file formats.

Select the format you want to use:

(_)DER encoded binary ¥.509 (.CER)

(®)Base-64 encoded ¥.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7B)
[ Indude all certificates in the certification path if possible

() Personal Information Exchange - PKCS £12 (.PFX)

["]Include all certificates in the certification path if possible
[ Delete the private key if the expart is successful
[ Export all extended properties

() Microsoft Serizlized Certificate Store (.55T)

File to Export
Spedfy the name of the file you want to export

Eile name:

c\Jsers\<USERMAME =\Desktop\Certificate. cer
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8. Click Finish.
9. Double-click on the Certificate.crt file to open the certificate and click Install Certificate.

General | Details | Certification Path

gﬂj Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: 192, 168,50.60

Issued by: 192.168.50.60

Valid from 15-10-2016 to 16-10-2026

Issuer Statement

o]

10. Select Local Machine and click Next.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

O Current User

To continue, dick Next.

@ﬂeﬂ Cancel
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11. Select Place all certificates in the following store and click Browse.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() automatically select the certificate store based on the type of certificate

| (®) Place all certificates in the following store |

Select the certificate store you want to use.

-] Intermediate Certification Authorities
- 7| Trusted Publishers

12. Click Next and Finish.
13. You may delete the Certificate.crt file saved on your system.
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Some examples of connections (sorry for Polish GUI language)

Mapping WebDAY folder of CtrIX (IP:192.168.99.203 userid: boschrexroth pass: boschrexroth) as
a disk G: using net use command

1.

Start a command line of MS Windows

Enter command e.g. as below

C:\>net use g: \\192.168.99.203@SSL@443\solutions/webdav/appdata

You will be asked for a userid as shown below:

Wprowadz nazwe uzytkownika dla ,,192.168.99.203”: boschrexroth

You will be asked for a password as shown below:

Wpisz hasto dla 192.168.99.203:

Polecenie zostato wykonane pomys$lnie.

Now you can navigate to the mapped drive letter and see its contents e.g.

C:\»>g:

G:\>dir

Volume in drive G has no label.

Volume Serial Number is 0000-0000

Directory of G:\

08.
08.
18.
24.
29.
10.
05.
24.

05.
05.
04.
03.
06.
05.
7.
03.

2023
2023
2023
2023
2023
2023
2023
2023

12:
12:
10:
12:
14:
10:
11:
12:

45 <DIR>
45 <DIR>
26 <DIR>
04 <DIR>
58 <DIR>
35 <DIR>
56 <DIR>
04

1 File(s)

122

opcuaserver
remote-logging
script

plc

node-RED
configuration.json
122 bytes

7 Dir(s) 44 534 218 752 bytes free
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Mapping WebDAYV as disk Y: using the GUI tool Map network drive (same CtrIX as before)

1. Click on My Computer using the right mouse button.
2. Select Map a network drive...

3. Enter as shown below:

(1) Select Disk e.g. VY:

(2) Folder https://192.168.99.203/solutions/webdav/appdata

Zarzgdzaj

Przypnij do ekranu startowego
Mapuj dysk sieciowy...

Bosch Digital File Services
Otwérz w nowym oknie
Przypnij do paska Szybki dostep
TreeSize

TreeSize File Search

Odigcz dysk sieciowy...
Dodaj lokalizacje sieciows

Usuri

Zmien nazwe

Wiasciwosci

(8) Connect using other credentials

and click on Finish

Jaki folder sieciowy chcesz zamapowac?

Okredl litere dysku dla potaczenia i folder, z ktdrym cheesz sig polaczyd:

~ Przegladaj...

Drysk:

Folder:

i

| https://192.168.99.203/solutions/webdav/appdata

Przyklad: \\serwer\udziat
[ Potacz ponownie przy logowaniu

Pofacz przy uzyciu innych poswiadczen

Potacz 7 witryna sieci Web, ktdra umozliwia przechowywanie dokumentéw i obrazéw,

Anuluj

4. You will get a popup message where you have to provide userid and password to your CtrlX

Trwa préba podiaczenia do
https://192.168.99.203/solutions/webdav/appdata...

Anulyj

Zabezpieczenia Windows

Connect tok1 92.168.99.203

Connecting to 192.168.99.203

D Zapamietaj moje poswiadczenia

Bczyé:
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https://192.168.99.203/solutions/webdav/appdata

5. After a while you will get a folder attached to your Y: disk as follows

Ten komputer (¥:) appdata (\\192.168.99.203@S5L\DavWWWRoot\solutions\webdav)

Marwa i T_-Prp

B rode-RED 311:56 Folder plikéw
l opCuaserver 04.2023 10:26 Folder plikow
B o 0 Folder plikéw
. remote-logging 03.2023 11:04 Folder plikdw
l script 29, - Folder plikdw
B configuration jso Plik JSOM

You can also connect to WebDAV as Web location in your MS Windows computer

This part we will leave for a reader to find out how @
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